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ePCR Application Approval Process

Prior to implementing an electronic data collection product for the submission of PCR data, each
EMS agency must receive written approval from the NYSDOH Bureau of EMS (BEMS) and
WREMAC.

In order to be considered for approval the applicant must:

Be in compliance with all applicable sections of Article 30 and Part 800.

Be submitting paper PCRs to STEMS on a routine and on-going basis.

Complete an ePCR Vendor Service Agreement. (Attachment 1)

Complete eSTEMS Application. (Attachment 2) -

Complete eSTEMS Contact Information Form. (Attachment 3)~

Send all completed paperwork to STEMS (ePCR Vendor Service Agreement, eSTEMS

Application, and eSTEMS Contact Information Form) *STEMS will forward complete

paperwork to WREMAC and NYSDOH Bureau of EMS for approval.

7. Receive approval from WREMAC and BEMS. Send verification to STEMS of BEMS
approval.

N

For more information contact:
STEMS by email at STEMS(@sthcs.org or by phone at (716) 372-0614

Mail this completed packet to:
Southern Tier Health Care System
Atin: STEMS
One Blue Bird Square
Olean, NY 14760
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STEMS Electronic PCR Policy

As the electronic age advances STEMS will continue to advance as well. In order to assist the
regional agencies in meeting the demands of collecting electronic patient care data, the following
policy has been developed. In order to participate in an electronic PCR program agencies must:

1.

10.

Be in compliance with all applicable SWREMSC, WREMAC, and STEMS region
procedures, policies and protocols.
Be submitting paper PCRs to STEMS on a routine and on-going basis with a minimal
amount of returns.
Contact STEMS in writing to determine electronic reporting requirements, and request
approval for electronic submission.
Conduct testing of the data to insure proper format and electronic transmission to the
satisfaction of STEMS.
Submit PCR data to STEMS in the specified data format by the 20" of cach month. For
example — PCRs completed in November will be due at STEMS by December 20%,
Provide STEMS with additional data sets as requested for QI studies or other research
projects.
Services with call volumes fewer than five thousand must submit PCR data electronically
through STEMS. Services with more than five thousand calls may submit directly to the
New York State Bureau of EMS. Any service who submits data directly to the New
York State Bureau of EMS must also send a copy of the electronic data to STEMS.
Electronic data submission is to be submitted to STEMS in the approved electronic
format either on a CD via US Mail, or via e-mail to STEMS(@sthcs.org.
If any changes or interruptions are made to the electronic patient record system that may
affect data submission, the EMS service must notify STEMS in writing (10) business
days prior to implementation, or as soon as possible after the interruption.
The WREMAC have previously approved vendors who have versions of an electronic
PCR program that meet the requirements of the STEMS region. Any agency who wishes
to utilize a vendor not yet approved by the WREMAC must comply with the following:

e The agency must provide STEMS with the name of the vendor.

¢ The vendor must contact STEMS and provide the specification of the electronic

PCR program.

e The vendor must work with STEMS to ensure that the electronic data format
submitted is compatible with the software format, and acceptable for use at
STEMS.



e The agency and vendor are jointly responsible for ensuring that all required data
points are collected and transferred to STEMS.

e The agency and vendor must be able to assure the following — as the needs of
STEMS and the NYS Bureau of EMS change, the necessary data fields will be
able to change to meet the needs.

e The agency and/or vendor are responsible for any cost to STEMS as a result of
having any new software tested and approved for compatibility with the existing
STEMS software. This cost includes, but is not limited to, consultants, software
developers, or any additional computer hardware required as a result of the new
electronic PCR program.

11. Any agency submitting electronic PCR data must provide paper copies of any requested
PCR to STEMS upon request.

12. Prior approval by STEMS to utilize electronic PCRs, the agency must submit a plan
detailing the following:

o A description of the electronic PCR hardware system infrastructure.

e A description of the electronic PCR software system.

e Proof of system redundancy.

s Proof of contacts for technical support, maintenance, upgrading, and trouble-
shooting.

e Information relative to the hardware and software products chosen for the system.

o Proof of the method of transmission chosen to sent ht electronic data to STEMS.

e A statement f understanding and compliance with HIPAA regulations.

13. Once the above information is submitted to STEMS the agency will be notified as the
next appropriate course of action. For additional information please refer to NYS Burean
of EMS Policy Statement #12-03.

I have read, understand, and agree to comply with STEMS’ Electronic PCR policy and New
York State Department of Health — Bureau of EMS policy statement regarding electronic PCRs.

Agency Name Agency Code

Chief Executive Officer (print) Chief Executive Office (sign)

Medical Director (print) Medical Director (sign)
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eSTEMS Application
Agency Name: NYS EMS Agency Code:
Address: County:
City, State, Zip:
Agency Director/Chief Officer: Title:

Contact Number:

O
t

Agency Director/Chief Officer Signature:

Date:

Our agency is in compliance with all applicable sections of Article 30 and Part 800.
Our agency has been submitting paper PCRs to Southern Tier Emergency Medical
System (STEMS) on a routine and on-going basis.

Our agency has completed the ePCR vendor Service Agreement. (see attachment)

It 1s the intent of our agency to begin submitting prehospital care reports electronically.
We will be using as part of the agreement with EMS
program agency, STEMS.

Our agency agrees to participate in QA/QI activities as directed by our medical director,
STEMS, Southwestern Regional EMS Council, and/or WREMAC.

New Application
Transfer Application




Southetn Tier Emergency Medical System
One Blue Bird Square, Olean, NY 14760
(716) 372-0614 Fax (716) 372-5217

www.sthes.org/STEMS
eSTEMS Contact Information

Date:

Agency / Department Name: Agency Number:;

Agency Director/Chief Officer:

Phone: Email:

EMS Captain:

Phone: Email:

Training Officer:

Phone: Email:

Does your agency bill? [IYes ONo

Person in charge of billing:

Phone: Email:

Do you need STEMS staff to provide ePCR Training? [Yes UINo

If so, what days are best?

Time of day? [UMomings [JAftemoons [INights
How many people need training?

Comments/Questions/Concerns:
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EMS Roster
Last Name First Name EMT Level
1. oB o oCC oP
2. oB o oCC oP
3. oB o ol oP
4, oB ol oCC oP
5. oB al oCC oP
6. oB ol oCC oP
7. oB o ofC oP
8. goB of oCC oP
9. B ol @pCC  oP
10. oB o oCC oP
11. oB o oCC oP
12. oB o olC oP
13. oB of oCC oP
14, B ot oCC oP
15. oB ol oCC oP
i6. cB ol oCC P
17. oB o oCC oP
18. oB o oCC oP
19. oB o olC oP
20. oB ol ofC oP
21. oB ol oCC P
22. oB o oCC oP
23. oB ol oCC oP
24, oB ol oCC oP
25. B ol aCC oP




AGENCY INFORMATION

A) Number of Ambulances: Provide Assigned Name for Each Ambulance:
1. 5.
2. 6.
3. 7.
4, 8.

B) _Agency Level of Care;

C) Name of Agency:
Address/City/Zip
Phone#

DY Apency Type: {1 Community-Non Profit [ Fire Department [ Gov./Non Profit

LI Private  [] Non Hospital ] Tribal J Other

E) Agency Status: [] Volunteer [ Non-Vohmteer [ Mixed

F) Name of Counties Agency Serves:

(G) Hospitals Agency Transports To:

H) Common Locations of 911 Calls:

D List all Non-EMS Staff on Crew:

(Example: Drivers, Helpers)

Iy List all EMS providers on Crew:

(Including name, EMT # and

Expiration date)




emsCharis, Inc.
500 Mifflin Road, Suite 102 STHCS

Pittsburgh, PA 15207
Phone; B66-647-8282 Sales Doc
Fax: 800-515-4413 Attachment ‘C’
Billing Co: Southern Tier Health Care System, Inc. Date:
Bill to: Southern Tier Health Care System, Inc. EMS Service:
1 Blue Bird Square Address:
Olean, NY 14760 City, State Zip:
County:
emsCharts Sales Representative: Joseph Meath Ehone:
ax:
Regional Council: Western Regional EMS
: Primary Contact:
Command Facility: Contact Phone:
Medical Director: , Contact Email;
Physician Phone: Cell Phone:
Physician Emait: Secondary Phone:
Secondary Email:
Invoicing : .
Payment Schedule: - Menthly - ' Invoice Date:
_ L _ Anticipated Live Date:
Annual Call Volume: K e Service Agreement Appended: L1

Invoice to EMS Agency by STHCS

Menthly Fees below, EMS Agancy agreas o pay STHCS

Base Fes per transport $1.75
Vieb-base data submission Included
Hosting and Maintenance Included
Support Inciuded
Training Included
Testing and Canfiguration Included

This agreement may be terminated by either party upon receipt of Certified Letter.

Approved by:  Southern Tier Health Care System, Inc. Approved by:
Name {printed): Donna Kahm, CEQ & President Name {printed):
Signature: Signature:

Address: 1 Blue Bird Square, Olean, NY 14760 Address:




emsCharts SERVICE AGREEMENT

Thank you for your interest in emsCharts. Attached, please find the emsCharts Service
Agreement document for your review. We look forward te having you join our growing
family of satisfied emsCharts customers. Below is an explanation of the document
attached to this email:

Service Agreement - emsCharts contract provided as PDF. Please print two (2)
copies, review, fill out and sign page 9, returning both copies to emsCharts for our
signature. If you require changes to the agreement, please request a copy in MS Word
for you to make changes and return electronically pending our approval.

Service Agreement Attachment B - HIPAA Business Associate Agreement. Please
print two (2) copies, review, sign page 19, and return both copies to emsCharts for our

signature.

Pricing Information - Price quote as provided to you by emsCharts, also denoted as
Attachment C. Please review this document and keep a copy for your records.

To expedite your startup time, you may fax the following signed documents back to
us at 724-933-9333.

____Service Agreement (page 9)
____Attachment B (page 19)

____Accounts Payable Form
____Tax Exempt Certificate

Please mail complete, duplicate hard copies to:
emsCharls, Inc.
125 Warrendale Bayne Rd, STE 100
Warrendale, PA 15086.

Again, we truly appreciate your business and look forward to working with you. If you
have any questions regarding the attached documents, please do not hesitate to

contact us.
We look forward fo hearing from you again soon!
Sincerely,

emsCharts Staff



emsCharts SERVICE AGREEMENT

THIS AGREEMENT (the “Agreement™) effective , is made and

entered into by and between
(*“Customer”) and emsCharts, Inc (**Vendor”), a Pennsylvania corporation.

WHEREAS, Vendor has established and operates a proprietary web-based computer patient
charting system (“emsCharts™), that allows customers to create, maintain, access, manage and report
information related to emergency medical care transport and other medical services; mobile data
collection software for laptop and tablet computers (emsCharts Mobile) that allows onsite patient
data collection, and other modules associated with emsCharts (emsCharts Modules), together the
“emsCharis System™.

WHEREAS, Customer desires to utilize these software products to assist in creating,
maintaining, accessing, managing and reporting pre-hospital medical and operational information;

NOW, THEREFORE, Customer and Vendor agree as follows:

1. SERVICES PROVIDED BY VENDOR

1.1 Website. Customer and its authorized users (as defined and limited in Section 3.2 of
this Agreement) shall be given access to the emsCharts website at all times except when unavailable
due to upgrades or repairs/maintenance. The website shall provide Customer and its authorized users
access to a proprietary computerized system for data input, manipulation and standard report
generation per Vendor specifications.

1.2 Modifications/Customizations. Customer accepts the emsCharts System with the
standard functionality, reports, and queries existing at the time of purchase. If Customer requests
custom functions, reports or queries, Vendor will advise Customer if such enhancements are
currently being developed or will be placed on a future development list. If at that time Vendordoes
not plan to develop the enhancements as part of product standard features, Customer and Vendor
may agree that Vendor will provide the enhancements for a development fee. No work on a
Customer-requested enhancement will be undertaken unless Customer agrees in writing in advance
to the scope and estimated cost of the enhancement. All enhancements, including all enhancements
requested and paid for by Customer, shall become the property of Vendor and may be incorporated
into versions made available to other customers.

1.3 Documentation and Training. Vendor shall supply Customer with user manuals
containing specifications and instructions. Vendor shall also provide Customer and its authorized
users phone and web-based administrative support and configuration training for Vendor’s products
which Customer has purchased.

[.3.1 On-site training can be provided on a time and expense basis per mutual
agreement of Customer and Vendor,

emsCharts Service Agreement, vi2.3 Page 1 of 19



emsCharts SERVICE AGREEMENT

1.4  Customer Support. General phone support is available during Vendor regular
business hours. Emergency phone support is available 24 hours per day, 7 days per week, through a
designated communication center,

1.5 System Performance and Maintenance. System performance and maintenance shall
be subject to the “Service Levels and Maintenance Guidelines” set forth in Attachment A.

1.6  State Reporting. Vendor shall provide a means of collecting and transmitting
Customer’s pre-hospital data to any state regulatory body or designee in compliance with reasonable
state regulations and requirements.

2. CUSTOMER OBLIGATIONS

2.1 Hardware and Software. For each workstation from which Customer desires access to

emsCharts, Customer shall provide and install at its own expense hardware and software meeting the
specifications set forth in the User Manual.

2.2 Intemet Access. Customer shall be responsible for obtaining and paying for physical
connections of the computers to the Internet.

23 Upgrades. Customer shall be responsible to purchase and/or mstall any upgrades to
hardware or software necessary to access future versions of the emsCharts System including but not
limited to updated Operating Systems, Web Browsers, and adequate CPU, RAM, and Hard Drive
space. Vendor agrees to provide Customer with at least six {6) months notice of any changes that
may require madifications to Customer’s hardware or software.

2.4  Customer Representative. Customer shall designate a representative of Customer
(“Customer Representative™) to communicate with Vendor’s project manager to facilitate the
performance of this Agreement.

3. LICENSE AND RESTRICTIONS ON USE

3.1 Grant of License. Upon receipt of applicable Service Fees and subject to the terms of
this Agreement, Vendor grants to Customer a non-exclusive, non-transferable, limited license to
access and use emsCharts only in the following manner: {a) by Customer and its authorized users
remotely accessing the emsCharts website; (b} for bona fide purposes relating to the input,
manipulation and reporting of patient, other clinical and operational data created and modified by
Customer and its authorized users, and for no other purposes; and (c) during the Term.

3.2 Authonzed Users.

3.2.1 Vendor shall give administrative rights to the Customer Representative or
other Customer designee to establish user passwords for persons and entities Customer
authorizes to input and/or access its data (“authorized users”). Customer shall have exclusive

emsCharts Service Agreement, v12.3 Page 2 of 19



emsCharts SERVICE AGREEMENT

control over the designation of authorized users. Customer and its authorized users are
responsible for maintaining the confidentiality of all passwords.

3.2.2 Customer is responsible to assure that its authorized users comply with the
limitations of use set forth in Sections 3.2, 4.1, 4.2 and 4.3 of this Agreement and to enter
into any confidentiality agreement(s) with its anthonzed users that may be required by the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), the Health
Information Technology for Economic and Clinical Health Act, Title XIII of the American
Recovery and Remvestment Act of 2009 (the "HITECH Act"), or other federal or state law.

3.2.3 Inno eventshall Customer or any authorized user knowingly allow access to
emsCharts by any unauthorized user or by any person or entity who/that makes, markets,
distributes or has any ownership or other economic interest in any service or product that
would compete with the service(s) and product(s) provided under the terms of this
Agreement, except with written prior approval from Vendor.

4. DATA

4.1 Ownership of Data. All data entered by Customer shall be considered the property of
Customer and shall be kept confidential by Vendor.

4.2 Accessto Data. Only Customer and its authorized users may access Customer data.
Vendor shall not be responsible for the unauthorized, illegal, or improper dissemination or use of
data by Customer or its authorized users.

4.3  Protected Health Information. It is recognized by the parties that data entered by
Customer and its authorized users will include “Protected Health Information™ as that term is defined
in HIPAA regulations at 45 CFR § 164.501. Vendor agrees to comply with applicable provisions of
HIPAA as more fully set forth in the attached Business Associate Agreement.

4.3.1 Vendor represents that its software, database, servers and communication
protocols and procedures, when properly utilized in accordance with this
Agreement and emsCharts” User Manual, meet the security standards
established by HIPAA for the protection of Protected Health Information.

4.4  Transfer and Removal of Data. Upon termination of this Agreement by either party
for any reason, or at any time requested by Customer in writing during the Term of this Agreement,
Vendor shall transfer all data to Customer within thirty (30) days in a mutualiy agreed format. 1f
Customer and Vendor cannot agree upon a forrnat within thirty (30) days, Vendor shall have the right
to transfer or store Customer’s data in a generally accepted format such as XML. After termination
and transfer of data to Customer, or at any other time requested by Customer, Vendor shall remove
any and all Customer data from its servers unless such removal would viclate a court order, law,
regulation or other legal prohibition.

emsCharts Service Agreement, v12.3 Page 3 of 19



emsCharts SERVICE AGREEMENT

4.5  License to Data. Vendor will have a world-wide license to use Customer data entered
into the emsCharts System on a royalty-free, perpetual use, and transferable license from Customer
to Vendor. The transferability of the license will be limited to any parent or affiliated entity to
Vendor that has common significant ownership. Significant for purposes of this section will be
defined to be 50% plus one share ownership.

4.6  HIPAA Compliance. Vendor’s license to use data will be on a HIPAA de-identified
basis as determined and regulations change time to time as to protected healthcare information and
privacy.

5. FEES

5.1 Monthly Access Fees. Customer agrees to pay the fees set forth in the attached
emsCharts Price Quote (herein referred to as Attachment C). Customer agrees to make full payment
within 30 days of the date of invoice and pay reasonable interest on any balance not paid within 30
days, except when the balance 1s subject to reasonable challenge by Customer made in good faith.

52 Qther Charges/Costs. Customer is responsible for and shall pay all Intemet
connectivity and service charges and all other costs associated with obtaining and maintaining the
required hardware and software required to access the emsCharts System. In addition, Vendor may
charge Customer on a monthly basis increased costs associated with HIPAA costs associated with
regulatory compliance as to protected healthcare information and security that is otherwise excluded
from fees or pricing of fees in Attachment C. These costs will be allocated and amortized over all
Vendor charged ePCR charts completed for all its customers.

6. Vendor’s PROTECTED PROPERTY

6.1  No Transfer of Rights. All title and applicable common law and statutory rights in
and to emsCharts, emsCharts Mobile, and emsCharts Modules including, but not limited to, rights in
confidential and trade secret material, Screen Shots, Screen Layouts, business logic, source code,
object code, user manuals, specifications, trademarks, service marks, logos, patents and copyrights, if
any, and all derivative works therein shall, as between Customer and Vendor, be and remain the
property of Vendor, and Customer will have no right, title or interest in any such property (“Vendor’s
Protected Property™).

6.2 Forbidden Acts. Customer agrees not to copy, distribute, sell, reproduce, alter,
enhance, modify, and reverse engineer or use for any purpose other than the legitimate purposes
authorized by this Agreement, any Vendor Protected Property. Customer also agrees not to develop
comparable or competitive products.

6.3 Acts Allowed by Licensee. Notwithstanding the above, in the exercise of the rights
and license granted hereunder, Customer may print or download management reports, patient care
reports, and forms from emsCharts, provided that Customer keeps intact all copyright and other
proprietary notices.
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emsCharts SERVICE AGREEMENT

6.4  Acknowledgement of Rights. Customer acknowledges that Vendor’s property rights
in and to emsCharts, emsCharts Mobile, and emsCharts Modules are valuabie and unique and that
such property rights are protected. Customer also acknowledges that it will preserve and protect the
confidentiality of these products. In protecting the confidentiality of the emsCharts System,
customer shall, at a minimum, exercise the same degree of care and take the same actions that
Customer exercises and takes with regard to the preservation and protection of its own confidential
information and proprietary rights, but not less than a reasonable degree of care.

7. TERM AND TERMINATION

7.1 Term. This Agreement shall be considered effective as of the date first written above
(the “Effective Date™) and shall continue in effect until terminated pursuant to the terms of this

Agreement.

7.2 Termination Without Cause. At any time after the Effective Date, Customer shall
have the right to terminate this Agreement for any reason or no reason upon thirty (30) days written
notice to Vendor and Vendor shall have the right to terminate for any reason or no reason upon one
hundred eighty {180) days written notice to Customer.

7.3  Termination For Cause. Either party may terminate this Agreement upon thirty (30)
days written notice if the other party is in default of any material term of this Agreement. A party
shall be in default of any material term if it has failed to comply with such term for at least thirty (30)
days after receipt of a written description of the failure by the other party.

7.4  Termination of Product. At any time after the Effective Date, Vendor shall have the
right to terminate its involvement with or discontinue marketing and/or maintaining the emsCharts
System. Under such circumstances, Vendor will use its best efforts to give Customer not less than
one hundred eighty (180) days prior written notice of termination of this Agreement and to either
find alternate means of providing the same or similar services to Customer or to provide any source
code necessary for Customer to create software or transfer or download data to another software
product that can produce similar functionality for Customer. The provisions of such source code for
the limited purposes set forth in this paragraph shall not transfer to Customer any ownership interest
in the source code and shall not affect Vendor’s ownership rights in the source code and the
emsCharts System.

7.5  Termination of License. Upon termination of this Agreement for any reason,
Customer’s license to access and use the emsCharts System and the right or authority of any other
users designated or authorized by Customer to access and use emsCharts shall cease immediately.
Thereafter, neither Customer nor any user designated or authorized by Customer shall access or use
emsCharts for any reason or purpose without the express written authorization of Vendor.

7.6 Survival after Termination. The obligations, limitations and restrictions set forth in
Sections 4.1,4.2,4.3,4.4,5,6.1,6.2,6.4,74,7.5,9.1,92,93,9.4,10.1,10.2, 10.3 and 10.4 of this
Agreement shall survive any termination of this Agreement.
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emsCharts SERVICE AGREEMENT

8. WARRANTIES

8.1 Limited Warranty. Vendor represents and warrants that:

(a) it is a corporation in good standing under the laws of Pennsylvania with full
authority to execute and perfonn this Agreement; and

(b) emsCharts, emsCharts Pocket, emsCharts Mobile, and emsCharts Modules
will perform in accordance with the specifications provided as part of the
User Manual and in accordance with the Maintenance and Service Level
Guidelines set forth in Attachment A,

8.1.1 This limited warranty shall not apply if Customer has not complied with all
the requirements of this Agreement, including the hardware and software requirements set
forth in the User Manual.

8.2 No Other Warranties. THE LIMITED WARRANTIES CONTAINED IN THIS
SECTION ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED
(WHETHER ARISING BY COURSE OF DEALING, PERFORMANCE, CUSTOM, USAGE
IN THE TRADE OR PROFESSION, OR OTHERWISE), INCLUDING, BUT NOT LIMITED
TO ANY WARRANTY OF MERCHANTABILITY, OR WARRANTY OF FITNESS FOR A
PARTICULAR PURPOSE.

83  No Oral or Conflicting Warranties. No Vendor employee or representative is
authorized to make any promise or warranty to Customer that differs from or adds to the warranties
set forth in this Agreement, and no such promise or warranty shall be effective unless set forth in
writing and signed by an officer of Vendor.

9. DAMAGES, LIABILITY, LEGAL REMEDIES

9.1 Limitation of Liability. Notwithstanding anything in this Agreement to the contrary,
in no event shall Vendor (or any member, officer, employee, agent or other representative) have
obligations or liability to Customer or any other person for loss of profits, loss of use, loss of good
will, or incidental, special or consequential damages or costs associated therewith, whether based in
contract, tort, strict liability, or any other theory or form of action arising out of or in connection with
any service, product, act, inaction, duty, warranty, promise, obligation or representation of Vendor
(or any member, officer, employee, agent or other representative), even if Vendor has been advised
of, knew or should have known of the possibility thereof.

92 Limitation of Damages. Damages for non-performance are limited to the damages set
forth in Attachment A. If for any reason it is determined that Vendor is lable to Customer for
money damages, in no event shall the liability of Vendor (orany member, officer, employee, agent or
other representative) in connection with any loss of data, service, product, act, inaction, duty,
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emsCharts SERVICE AGREEMENT

warranty, promise, obligation or representation, exceed the greater of (i} the actual amount paid by
Customer to Vendor under this Agreement; or (i1) the amount of insurance proceeds payable to
Customer under Vendor’s policies.

9.3 Applicable Law and Jurisdiction. Subject to the limitations of Section 9.4, the parties
agree that any claim, action or dispute, whether at law or in equity, between them and arising out of
this Agreement or the existence, use, condition, validity, function or operation of emsCharts, and
emsCharts Mobile shall be governed by the laws of Pennsylvania and shall be brought only in the
Court of Common Pleas of Allegheny County, Pennsylvania, or in the United States District Court
for the Western District of Pennsylvania. By executing this Agreement, Customer, and Vendor
submit themselves to the jurisdiction of the Court of Common Pleas of Allegheny County,
Pennsylvania, and/or the United States District Court for the Western District of Pennsylvania for all
legal and equitable matters arising out of this Agreement and the existence, use, condition, validity,
function or operation of emsCharts, and emsCharts Mobile.

94  Optional Arbitration. In the event of a dispute arising in connection with this
Agreement, including the breach thereof, if the parties agree in writing, the dispute may be resolved
by binding arbitration according to the rules of the American Arbitration Association at an arbitration
proceeding conducted in Pittsburgh, Pennsylvania. The award of the arbitrator(s) may thereafier be
entered in any court having jurisdiction thereof.

1. ACCESS TO BOOKS AND RECORDS

10.1  Vendor Documents. Vendor agrees that it will retain and make available upon
request of the Secretary of the Department of Health and Human Services, or the Comptroiler
General of the United States, or any of their authorized representatives, any agreements between
health care providers and Vendor and all books, documents and records necessary to verify the nature
and extent of the costs and the services provided under this Agreement. Vendor agrees to retain all
such books, documents and records, and te hold them available for such inspection until the
expiration of four years after the completion of this Agreement. Vendor agrees to promptly notify
Customer of any request it receives for access to Vendor records and to furnish a copy of such
request. The regulations require that access be given within twenty (20) days from the date of the
request, unless written objection is made. If Customer deems such request to be inappropriate, then
it may file an objection. Any proceeding regarding Customer objections will be pursued at
Customer’s sole cost and expense, provided, however, that Vendor will provide reasonable
cooperation with Customer.

10.2  Customer Documents. Customer agrees that it will retain and make available upon
request of the Secretary of the Department of Health and Human Services, or the Comptroller
General of the United States, or any of their authorized representatives, any agreements between
health care providers and Customer, and all books, documents and records necessary to verify the
nature and extent of the costs and the services provided under this Agreement. Cuslomer agrees to
retain such books, documents and records, and to hold them available for such inspection until the
expiration of four years after the completion of this Agreement. Customer agrees to promptly notify
Vendor of any request it receives for access to Customer records and to furnish a copy of such
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request. The regulations require that access be given within twenty (20) days from the date of the
request, unless written objection is made. If Vendor deems such a request to be inappropriate, then it
may file an objection. Any proceeding regarding Vendor objections will be pursued at Vendor’s sole
cost and expense, provided, however, that Customer will provide reasonable cooperation with
Vendor.

10.3  Subcontractors. Vendor and Customer agree that their subcontractors will similarly
be required by them to retain and give access to similar books, documents and records.

10.4  Compliance with Requests. Compliance with any governmental request for
information shall not provide a basis for a claim for any compensation under this Agreement.

11. MISCELLANEOUS

11.1  Assignment. The rights and obligations of either party under this Agreement shall not
be assignable, whether by contract, merger, operation of law or otherwise, without the prior written
consent of the other. Notwithstanding the foregoing, the rights and obligations of either party may be
assigned to a successor corporation or entity of either party or a corporation or entity that purchases
or obtains all or substantially all of the assets of either party. Vendor may also assign its rights and
obligations to a corporation or other entity wholly or partly owned by Vendor.

11.2  Force Majeure. If the performance of any party to this Agreement is prevented,
hindered, delayed or otherwise made impracticable by reason of any flood, hurricane, tornado, snow,
riot, war, conflict, fire, judicial or governmental action, labor disputes, interruption of telephone lines
or electronic delivery systems, software or computer hardware defect or viruses (not caused by
Vendor or someone under the control of Vendor), acts or omissions of third parties outside the
control of Vendor (including but not limited to acts or omissions of any third party service provider
or equipment vendor, messenger service or telephone carrier), acts of God, or any other causes or
conditions reasonably beyond the control of either party, that party shall be excused from such
performance to the extent and for the time period that such performance is prevented, hindered or
delayed by such causes.

I1.3 Entre Agreement. This Agreement constitutes the full understanding and entire
agreement between the parties, No terms, conditions, understandings or agreements purporting to
modify or vary this Agreement shall be binding unless made in writing and signed by both parties.

11.4 Notices. All notices which either party may be required to give the other party shall
be in writing and delivered personally, or sent registered or certified mail, postage prepaid, return
receipt requested, or sent by facsimile or telecopier machine (provided no errors are reported in
transmission) to the following:

emsCharts Service Agreement, v12.3 Page 8 of 19



emsCharts SERVICE AGREEMENT

Customer: emsCharts, Inc.:
Title: 125 Warrendale Bayne Rd, STE 100
Address: Warrendale, PA 15086

Tel: (412) 647-4895
Fax: (724) 933-9333

Phone:
Fax:

11.5 No Third Party Beneficiaries. Nothing in this Agreement shall be construed as
creating or granting rights or benefits hereunder to anyone other than Customer and Vendor.

11.6 Notification of Adverse Events. Each party shall be obligated to immediately notify
the other if it is the subject of any investigatory action by any federal, state or local agency or
affiliation/accreditation organization, or if it is sanctioned or disciplined by any such agency or
organization.

11.7 Independent Provisions. Each provision of this Agreement shall be considered
separable, and if for any reason any provision of this Agreement is determined to be invalid and/or
contrary to any existing or future law, regulation, rule and/or order, such invalidity shall not impair
the operations of, or affect those portions of this Agreement which are valid.

11.8 Independent Contractors. Neither party intends, and nothing contained herein shall be
construed, to create a joint venture, partnership or principal and agent relationship between the
parties, and accordingly, neither party shall have any right, power or authority to create any
obligation, express or implied, on behalf of the other.

IN WITNESS WHEREQF, the parties have executed this Agreement as of the day and year
first above written.

emsCharts, Inc.

(Name of Customer)

By: By:

(Name) (Name)

(Title) (Title)

Dated: Dated:
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ATTACHMENT A
MAINTENANCE AND SERVICE LEVEL GUIDELINES
I DEFINITIONS

A. “Regular or Peak Hours™ The hours of 7:00 a.m. to 11:00 p.m. (based on Eastern
Standard Time or Eastern Daylight Savings Time, whichever is currently applicable)

B. “Non-Peak Hours™: All other hours in a day that are not “Peak Hours.”

C. “Non-Critical System Maintenance™ Maintenance that is not necessary to maintain
the integrity of data or system stability.

D. “Critical System Maintenance™ Maintenance that is necessary to maintain the
integrity of data or system stability.

E. “Critical Problem™: Any problem encountered by Customer that materially and
adversely interferes with Customer’s use of emsCharts, and emsCharts Mobile

F. “Non-Critical Problem™: Any problem encountered by Customer involving the use
of emsCharts, and emsCharts Mobile that does not materially or adversely interfere
with Customer’s use.

11. MAINTENANCE AND REMEDIAL WORK
A. Scheduled and Non-Scheduled Maintenance.

1. Non-Critical Systern Maintenance. Vendor will use best efforts to carry out
Non-Critical System Maintenance during Non-Peak hours. If downtime is
anticipated to be less than 15 minutes, at least 4 hours prior notice will be
given as an application message on the system. If downtime is anticipated to
be between 16 and 90 minutes, at least 24 hours prior notice will be given
using both application messages and email notification to the service
administrator as listed by Customer in the application configuration. If
downtime is anticipated to be greater than 90 minutes, at least 72 hours prior
notice will be made using both application messages and email notification to
the service admimistrator as listed in the application configuration.

!\)

Critical System Maintenance. Critical system maintenance may be performed
whenever it is deemed necessary by Vendor to maintain the integrity of data
or the stability of the system.
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B. Remedial Work.

I. Critical Problem, In the event of a critical problem, Vendor will use all
efforts to correct a verifiable, reproducible problem within 1 business day (i)
after Customer reports such problem to Vendor; or (i1) after detection by
Vendor.

b

Non-Critical Problem. In the event of a non-critical problem, Vendor wiil
use reasonable efforts to correct a verifiable, reproducible non-critical
problem within 5 business days (i) after Customer reports such problem to
Vendor; or (ii) after detection by Vendor.

3. Exclusions. Vendor's obligations to correct problems, make repairs, provide
maintenance or provide other services (the “remedial work™) shall not
nclude:

{(a) remedial work for anything other than to emsCharts, and emsCharts
Mobile software.

()] Any remedial work in any way required by or related to the following:

(h) Customer or Customer’s representative’s  designs,
specifications or instructions;

2) Customer failure to fulfill any of Customer obligations or
responsibilities under the Agreement;

3 Failure by Customer to comply with Vendor’s written
mstructions or recommendations;

4 Customer or any Customer’s designated third party using or
combining any component of emsCharts, and emsCharts
Mobile with any incompatible product or service that does not
properly exchange data with emsCharts;

(3 Alteration or improper use of emsCharts, and emsCharis
Mobile by Customer or others;

(6) A failure to use or install error corrections, repairs, updates or
upgrades or take other reasonable actions recommended by
Vendor so that products functions properly;

) Customer’s own hardware, software, equipment or facilities

(8) Design or manufacturing defects in any products or services
not made and provided by Vendor;
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% A failure of a Customer local area network or wide area
network that prevents the transmission of data intended for
review at the destination. This includes any disruptions of
Customer telephone lines, Customer ISP connections to the
Internet and any electronic delivery systems that constitute the
“Internet backbone.”

(10)  Anything beyond Vendor's reasonable control. This includes,
but is not limited to, any acts of God, widespread power
outages or telecommunication disruptions, and/or the illegal
activity of virus writers and/or “hackers” who deliberately
produce material/actions that dismpt the connectivity between
Customer and Vendor, including a denial of service attack.

(11) Any planned downtime or maintenance communicated by
Vendor to Customer. Communication may inclade notices on
Vendor's web site.

HI. SERVICE LEVEL COMMITMENT

A Availability Commitment - Definition and Calculation. emsCharts shall be

Available for Customer Usage 98% of the time during any one calendar month.
“Available for Customer Usage” means that emsCharts is functioning and is not
subject to “Downtime.” “Downtime” equals the time during which emsCharts is
functioning with a Critical Problem or not functioning due to a Critical Problem.
Downtime will commence when Customer notifies Vendor that emsCharts is
unavailable for use as a result of a Critical Problem. Downtime will end as soon as
the Critical Problem is cured and emsCharts is available for use without a Critical
Problem. Vendor will maintain, and provide upon request to Customer, a Services
Service Level log documenting Service Level performance including all data required
to calculate Availability.

B. Availability Commitment - Performance and Remedy. In the event that Vendor does

not meet its Availability Commitment during any calendar month during the Term,
Customer’s next monthly inveice shall be reduced by 10% plus an additional 1% for
each 1% increment below the Availability Commitment.
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C. Reliability Commitment - Definition and Calculation. Reliability, for

purposes of this Agreement, is defined as the number of consecutive calendar months
during the Term of this Agreement when emsCharts’ Availability Commitment is not
met. Vendor will maintain, and provide upon request to Customer, a Services
Service Level log documenting Service Level performance including all data required
to calculate Reliability.

D. Reliability Commitment - Performance and Remedy. In the event that emsCharts

does not meet its Reliability Commitment during the Term, the following remedies
will be available to Customer and enforceable at the Customer’s discretion:

I. emsCharts does not meet Availability Commitment (regardless of by what %)
for two (2) consecutive months: 25% reduction (above Availability remedy)
in next monthly invoice.

b2

emsCharts does not meet Availability Commitment (regardless of by what
%) for three (3) consecutive months: 40% reduction (above Availability
remedy) in next monthly invoice.

3. emsCharts does not meet Availability Commitment (regardless of by what %)
for four (4) consecutive months: Vendor is in default of Agreement and
Customer may exercise any available remedy for Termination at its sole
discretion or may take a 50% reduction (above Availability remedy) in next
monthly invoice.

All remedies provided to Customer are in the form of liquidated damages against
Vendor. As noted elsewhere in this Agreement, Vendor has offered this Service
Level Agreement and associated liquidated damages as the sole recourse for the
Customer in the event of performance problems with or non-performance of
emsCharts. All other damages that the Customer may pursue are limited as noted
elsewhere in this Agreement.
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ATTACHMENT B
HIPAA BUSINESS ASSOCIATE ADDENDUM

This Addendum, dated as of , 20 {("Addendum"),
supplements and is made a part of the Services Agreement (as defined below) by and between
Covered Entity (as defined below) and emsCharts, Inc. ("Business Associate™).

WHEREAS, Covered Entity and Business Associate are parties to the Services Agreament
pursuant to which Business Associate provides certain services to Covered Entity. In connection with
Business Associate's services, Business Associate creates or receives Protected Health Information
from or on behalf of Covered Entity, which information is subject to protection under the Federal
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191 ("HIPAA™), and
related regulations promulgated by the Secretary ("HIPAA Regulations™), the Health Information
Technology for Economic and Clinical Health Act, Title XIH of the American Recovery and
Reinvestment Act of 2009 (the "HITECH Act").

WHEREAS, in light of the foregoing and the requirements of the HIFAA, the HITECH Act
and HIPAA Regulations, Business Associate and Covered Entity agree to be bound by the following
terms and conditions:

1. Definitions.

i General. Terms used, but not otherwise defined, in this Addendum shall have the
same meaning given to those terms by HIPAA, the HITECH Act and HIPAA Regulations as in
effect or as amended from time to time.

b. Specific.

L Covered Entity. "Covered Entity" shall mean all entities, individually and
collectively, which have entered into a Services Agreement (as defined below) with Business
Associate and are controlled by, or are under common control with the Customer identified in the
Services Apgreement, directly or indirectly, or in the future control, are controlled by, or are under
common control with the Customer identified in the Services Agreement, directly or indirectly.
Business Associate shall fulfill each of its responsibilities under this Addendum to each Covered
Entity covered by this Addendum.

ii. Breach. "Breach" shall have the same meaning as the term "breach” in the
HITECH Act, Section 13400(1).

1. Electronic Health Record. "Electronic Health Record" shall have the
same mearting as the term "electronic health record" in the HITECH Act, Section 13400(5).

iv. Electronic Protected Health Information. "Electronic Protected Health
Information" shall have the same meaning as the term "electronic protected health information” in 45
CFR 160.103, limited to the information that Business Associate creates, receives, maintains, or
transmits from or on behalf of Covered Entity.

V. Individual. "Individual” shall have the same meaning as the term
"individual” in 45 CFR 160.103 and shall include a person who qualifies as a personal
representative in accordance with 45 CFR 164.502(g).

vi. Privacy Rule. "Privacy Rule" shall mean the Standards for Privacy of
Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E.

Vil. Protected Health Information. "Protected Health Information" shall have the
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same meaning as the term "protected health information” in 45 CFR 160.103, limited to the information
created or received by Business Associate from or on behalf of Covered Entity.

viii.  Required Bv Law. "Required by Law" shall have the same meaning as the
term "required by law" in 45 CFR 164.103.

ix. Secretary, "Secretary” shall mean the Secretary of the Department of
Health and Human Services or his designee.

X. Security Rule. "Security Rule" shall mean the Security Standards at 45 CFR
part 160 and part 164.

X, Services Agreement, "Services Agreement” shall mean any present or future
agreements, either writlen or oral, between Covered Entity and Business Associate under which
Business Associate provides services to Covered Entity which involve the use or disclosure of
Protected Health Information, The Services Agreement is amended by and incorporates the terms
of this Addendum.

xit.  Unsecured Protected Health Information, "Unsecured Protected Health
Information" shall have the same meaning as the term "unsecured protected health information” in the
HITECH Act, Section 13402(h)(1).

2. Obligations and Activities of Business Associate.

a Use and Disclosure. Business Associate agrees to not use or disclose Protected
Health Information other than as permitted or required by the Services Agreement, this
Addendum or as Required By Law. Business Associate shall comply with the provisions of this
Addendum relating to privacy and security of Protected Health Information and all present and
future provisions of HIPAA, the HITECH Act and HIPAA Regulations that relate to the privacy
and security of Protected Health Information and that are applicable to Covered Entity and/or
Business Associate.

b. Appropnate Safepuards. Business Associate agrees to use appropriate safeguards
to prevent use or disclosure of the Protected Health Information other than as provided for by the
Services Agreement. Without limiting the generality of the foregoing, Business Assoctate will;

i Implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of Electromnic
Protected Health Information as required by the Security Rule;

1. Ensure that any agent, including a subcentractor, to whom Business
Associate provides Electronic Protected Health Information agrees to implement reasonable and
appropriate safeguards to protect Electronic Protected Health Information;

iii. Promptly report to Covered Entity any Security Incident of which Business
Associate becomes aware. In addition, Business Associate agrees to promptly notify Covered Entity
following the discovery of a Breach of Unsecured Protected Health Information. A Breach is
considered "discovered" as of the first day on which the Breach is known, or reasenably should have
been known, to Business Associate or any employee, officer or agent of Business Associate, other
than the individual committing the Breach. Any notice of a Security Incident or Breach of Unsecured
Protected Health Information shall include the identification of each Individual whose Protected
Health Information has been, or is reasonably believed by Business Associate to have been, accessed,
acquired, or disclosed during such Security Incident or Breach as well as any other relevant
information regarding the Security Incident or Breach.
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c. Reporting, Business Associate agrees to promptly report to Covered Entity any
use or disclosure of Protected Health Information not permitted by this Addendum of which
Business Associate becomes aware.

d Mitigation. Business Associate agrees to mitigate, to the extent practicable, any
harmful effect that is known to Business Associate of a use or disclosure of Protected Health
Information by Business Associate or its employees, officers or agents in violation of the
requirernents of this Addendum (including, without limitation, any successfil Security Incident or
Breach of Unsecured Protected Health Information). Business Associate agrees to reasonably
cooperate and coordinate with Covered Entity in the investigation of any violation of the
requirements of this Addendum and/or any successfitl Security Incident or Breach. Business
Associate shall also reasonably cooperate and coordinate with Covered Entity in the preparation of
any reports or notices to the Individual, a regulatory body or any third party required to be made under
HIPAA, HIPAA Regulations, the HITECH Act, or any other Federal or State laws, rules or
regulations, provided that any such reports or notices shall be subject to the prior written approval
of Covered Entity.

e Apgents. Business Associate agrees to ensure that any agent, including a
subcontractor, to whom it provides Protected Health Information received from, or created or
received by Business Associate on behalf of Covered Entity agrees to the same restrictions and
conditions that apply through this Addendwim to Business Associate with respect to such information.

f. Access to Designated Record Sets. To the extent that Business Associate
possesses or maintains Protected Health Information in a Designated Record Set, Business
Associate agrees to provide access, at the request of Covered Entity, and in the time and manner
designated by the Covered Entity, to Protected Health Information in a Designated Record Set, to
Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the requirements
under the HIPAA Regulations. If an Individual makes a request for access to Protected Health
Information directly to Business Associate, Business Associate shall notify Covered Entity of the
request within three (3) business days of such request and will cooperate with Covered Entity and
allow Covered Entity to send the response to the Individual.

g Amendments to Designated Record Sets. To the extent that Business Associate
possesses or maintains Protected Health Information in a Designated Record Set, Business
Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record
Set that the Covered Entity directs or agrees to pursuant to FIIPAA Regulations at the request of
Covered Entity or an Individual, and in the time and manner designated by the Covered Entity. If an
Individual makes a request for an amendment to Protected Health Information directly to Business
Associate, Business Associate shall notify Covered Entity of the request within three business (3) days
of such request and will cooperate with Covered Entity and allow Covered Entity to send the
response to the Individual.

h Access to Books and Records. Business Associate agrees to make internal practices,
books, and records, including policies and procedures and Protected Health Information, relating to
the use and disclosure of Protected Health Information received from, or created or received by
Business Assaciate on behalf of, Covered Entity available to the Covered Entity, or to the Secretary, in
a time and manner designated by the Covered Entity or designated by the Secretary, for purposes of
the Secretary determining Covered Entity's compliance with the Privacy Rule.

L Accountinps. Business Associate aprees to document such disclosures of Protected
Health Information and information related to such disclosures as would be required for Covered
Entity to respond to a request by an Individual for an accounting of disclosures of Protected Health
Information in accordance with HIPAA, HIPAA Regulations and the HITECH Act.
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i Requests for Accoumtings. Business Associate agrees to provide to Covered Entity or
an Individual, in the time and manner designated by the Covered Entity, information collected in
accordance with Section 2j. of this Addendum, to permit Covered Entity to respond to a request by an
Individual for an accounting of disclosures of Protected Health Information in accordance with
HIPAA, HIPAA Regulations and the HITECH Act. If an Individual makes a request for an
accounting directly to Business Associate, Business Associate shall notify Covered Entity of the
request within three business (3) days of such request and will cooperate with Covered Entity and
allow Covered Entity to send the response to the Individual.

3. Permitted Uses and Disclosures by Business Associate.

a. Services Apreement. Except as otherwise limited in this Addendum, Business
Associate may use or disclose Protected Health Information to perform functions, activities, or
services for, or on behalf of, Covered Entity as specified in the Services Agreement, provided
that such use or disclosure would not violate the HIPAA, HIPAA Regulations or the HITECH
Act if done by Covered Entity or the minimum necessary policies and procedures of the Covered
Entity.

b. Use for Administration of Business Associate. Except as otherwise limited in this
Addendum, Business Associate may use Protected Health Information for the proper
management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate.

C. Disclosure for Administration of Business Associate. Except as otherwise limited
in this Addendum, Business Associate may disclose Protected Health Information for the proper
management and administration of the Business Associate, provided that disclosures are
Required by Law, or Business Associate obtains reasonable assurances from the person to whom
the information is disclosed that it will remain confidential and used or further disclosed only as
Required by Law or for the purpose for which it was disclosed to the person, and the person
notifies the Business Associate of any instances of which it is aware in which the confidentiality
of the information has been breached.

d. Reporting Violations of Law. Business Associate may use Protected Health
Information to report violations of law to appropriate Federal and State authorities, consistent with
§ 164.502(3)(1); provided, however, that Business Associate gives Covered Entity at least thirty (30)
days prior written notice of its intention to report any such violation of law and the facts or
circumstances related thereto,

4, Permissible Requests by Covered Entity

a. Except as set forth in Section 3 of this Addendum, Covered Entity shall not request
Business Associate to use or disclose Protected Health Information in any manner that would not be
permissible under the Privacy Rule if done by Covered Entity.

3. Term and Termination

a. Term. The term of this Addendum shall be co-terminus with the Services Agreement.
However, the provisions of this Addendum shall continue uniii all of the Protected Health Information
provided by Covered Entity to Business Associate, or created or received by Business Associate on
behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is infeasible to return or
destroy Protected Health Information, protections are extended to such information, in accordance
with the termination provisions in this Section.

b. Termination for Cause. Upon Covered Entity's knowledge of a material breach by
Business Associate of this Addendum, Covered Entity shall either;
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i In its sole discretion, provide an opportunity for Business Associate to cure
the breach or end the violation. If Business Associate does not cure the breach or end the violation
within the time specified by Covered Entity, Covered Entity shall terminate: (A) this Addendumny;
(B) all of the provisions of the Services Agreement that involve the use or disclosure of Protected
Health Information; and (C) such other provisions, if any, of the Services Agreement as Covered
Entity designates in its sole discretion;

c. Effect of Termination.

1. Upon termination of this Addendum, for any reason, Business Assoctate
shall return or destroy all Protected Health Information received from Covered Entity, or created or
received by Business Assoctate on behalf of Covered Entity. This provision shall apply to Protected
Health Information that is in the possession of subcontractors or agents of Business Associate.
Business Associate shall retain no copies of the Protected Health Information.

il In the event that Business Associate determines that retuming or destroving
the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity
notification of the conditions that make retum or destruction infeasible. Upon mutual agreement of the
parties that return or destruction of Protected Health Information is infeasible, Business Associate
shall extend the protections of this Addendum to such Protected Health Information and limit further
uses and disclosures of such Protected Health Information to those purposes that mmake the retum or
destruction infeasible, for so long as Business Associate maintains such Protected Health Information,
If Covered Entity makes a reasonable determination that returning or destroying the Protected
Health Information is feasible, Business Associate shall return or destroy the Protected Health
[nformation in the time and manner designated by Covered Entity.

6. Electronic Transaction Standards. To the extent that Business Associate or ifs produets
perform all or part of any transaction for which the Secretary has adopted a standard under HIPAA
("Covered Transactions") on the Covered Entity's behalf, the following shall apply:

a Compliance with HIPAA Standards. When providing its services and/or products,
Business Associate shall comply with all applicable HIPAA standards and requirements (including,
without limitation, those specified in 45 CFR Part 162) with respect to the transmission of health
information in electronic form in connection with any Covered Transactions. Business Associate
will make its services and/or products compliant with HIPAA's standards and requirements no less
than thirty (30) days prior to the applicable compliance dates under HIPAA. Business Associate
represents and warrants that it is aware of all current HIPAA standards and requirements regarding
Covered Transactions, and Business Associate shall comply with any modifications to HIPAA
standards and requirements which become effective from time to time. Business Associate agrees
that such compliance shall be at its sole cost and expense, which expense shall not be passed on to
Covered Entity in any form, including, but not limited to, increased fees.

b. Agents and Subcontractors. Business Associate shall require all of its agents and
subcontractors (if any) who assist Business Associate in providing its services and/or products to
comply with all applicable requirements of HIPA A, including without limitation, compliance with
45 CFR Part 162.

7. Miscellaneous

a Resulatory References. A reference in this Addendum to a section in HIPAA or
HIPAA Regulations, or the HITECH Act, means the section as in effect or as amended or modified
from timne to time, inchuding any comesponding provisions of subsequent superseding laws or
regulations.

b, Amendment. The parties agree to take such action ag is necessary to amend the
Services Agreement from time {o time as is necessary for Covered Entity to comply with the
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requirements of HIPAA, HIPAA Regulations and the HITECH Act.

c Survival. The respective rights and obligations of Business Associate under Section
5,c. of this Addendum shall survive the termination of the Services Agreement.

d. Interpretation. Any ambiguity in this Addendum shall be resolved to permit Covered
Entity to comply with HIPAA and HIPAA Regulations.

e. Miscellaneous. The terms of this Addendum are hereby incorporated into the
Services Apreement. Except as otherwise set forth in Section 7.d. of this Addendum, in the event of
a conflict between the tens of this Addendum and the terms of the Services Agreement, the terms of
this Addendum shall prevail. The terms of the Agreement which are not modified by this
Addendum shall remain in full force and effect in accordance with the terms thereof. Each party to
this Addendum hereby agrees and consents that any legal action or proceeding with respect to this
Addendum shall only be brought in the courts of the state where the Covered Entity s located in the
county where the Covered Entity is located. The Services Agreement together with this Addendum
constitutes the entire agreement between the parties with respect to the subject matter contained
herein, This Addendum may be executed in counterparts, each of which when taken together shall
constitute one original. No amendments or modifications to this Addendum shall be effected unless
executed by both parties in writing.

IN WITNESS WHEREOQF, the parties have executed this Addendum as of the date set
forth above.

COVERED ENTITY BUSINESS ASSOCIATE
By: By:
{Name) (Name)
(Title) (Title)
Dated: Dated:
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| Chartg o Warrendale, PA 15086
i . Phone: 866-647-8282

Fax; 724-933-9333
www.emscharis.com

Accounts Payable Form

Please fill out the form below, providing current information for inveicing and Accounts Payable for your
agency, and return with your signed emsCharts Service Agreement.

Accounts Payable Contact Information:

Contracted Service Name:*

What is the name of the EMS Agency that is contracling with emsCharls, Inc?

Accounts Payable Dept:

if different from Agency name. Fill out mailing information below if different from Agency mailing
address.

Mailing Address 1:
Mailing Address 2:
City, State, Zip:

Invoicing Contact Information:

To whom should invoices be sent?

Name:*
Phone:*
Email:*
Invoices are sent electronically fo the email address provided above.
Invoicing Terms:
Frequency (please check one):* O Monthly O Annually

Annual paymenis receive a 5% discount

Does your agency require a Purchase Order number on invoices?
O Yes O No

If yes, is the Purchase Order for emsCharts attached?
] Yes ET No

Please provide any additional information important for proper invoicing to your agency:

* Required information emsCharts, Inc.



